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77 Million Edmodo Users Are
Hacked as Widespread Cyberattacks

Hit the Ed Tech World

T he popular ed tech platform used by tens

of millions of educators, parents, and
students in classrooms around the world is the
latest victim of a cyberattack that apparently
targeted a majority of the company’s 78 million

users.
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to the ed tech publication EdSurge.

Motherboard, a tech and science publication
owned by Vice, reported that the hacker put
the data up for sale on a “dark web”

marketplace called Hansa for some $1,000.

It’s unclear whether or to what extent the
attack was related to the global cyberattack in
early May that has since affected 200,000

computers in 150 countries, CNN reported

Monday. It targeted Microsoft Windows users,
deploying “ransomware” that locks down all
files and extorts money in exchange for release
of the files. Victims included FedEx and

Nissan.

The San Mateo, California—based Edmodo was
founded in 2008 and is primarily a social
network for teachers to connect and share
lesson plans with their counterparts across the
country or around the world. It also functions
as a homework and grade-tracking system to
help parents stay engaged in their children’s

school lives.

(The 74: 6 Things to Know About the ‘Facebook of
Education’ as It Moves From Teachers to Parents —
to Stockholders?)
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and recommending that I update my password.
The company said it promptly hired security
experts to investigate and reported the incident
to authorities. But the email appears to be the
first official communication from the company
to its users since the attack was publicly

reported a week ago.
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Important Notice About Your Edmodo Account inbox x

Edmodo i0.com> L 3:00 AM (10 hours ago) - =
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Hello,

Safeguarding the trust and security of our users is of the utmost importance to
Edmodo. We are reaching out to you because Edmodo recently learned about a
security incident potentially affecting the accounts of Edmedo users. We promptly
retained leading information security experts to investigate this incident and
reported the incident to law enforcement.

Our investigation has now confirmed that user names, email addresses, and
hashed passwords were acquired by an unauthorized third party. The passwords
were “hashed” (or encrypted) using the strong and robust berypt algorithm, and
they were also “salted,” which adds an additional layer of security.

We have no indication at this time that any user passwords have been

compromised, but we strongly recommend that all users reset their passwords as
soon as possible.

An Edmodo executive said much the same

thing in a statement to EdSurge.

“Protecting the privacy of our users is of the
utmost importance to Edmodo,” said Mollie
Carter, the company’s vice president of
marketing and adoption. “We take this report
very seriously, and we are investigating. We
have no indication at this time that any user

passwords have been compromised, and we
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Edmodo officials did not immediately respond

to a request for further comment.

The incident is the second large-scale data
breach of an education technology company
reported this year, according to EdSurge. In
April, a security researcher found that
Schoolzilla, which offers data warehousing
services and tools to school districts, had been

backing up personally identifiable student data

to a publicly accessible location because of a
flaw in its configuration settings. Some 1.3

million students may have been exposed.
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